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Special “Covert” Inspections (SI) of Emissions Inspection Stations (EIS) shall be performed on 
an as needed basis by a covert officer; covert audits of Certified Emissions Repair Facilities 
(CRF) may be performed on occasion as circumstances and resources warrant. 
 
I. GENERAL 

 
A. The need for special inspections shall be identified by the following criteria: 

 
1.  Citizen Complaint; 
2.  Vehicle Emissions Compliance Officer (VECO) observations; 
3.  Inspection data reports (failure rates too low, improper data entry, etc.); 
4.  Probation Status; 
5.  Random station selection from a list of stations for this purpose; 
6.  An effort should also be made to perform SIs at EISs at least annually, taking 

into consideration the number of Licensed Emissions Inspectors (LEI) at the 
facility, as circumstances and resources permit. 

 
B. General Tampering & Documentation 
 

1. The covert vehicle will be tampered in order to fail the emissions inspection in 
one or more of the following test parameters:  visual inspection failure, On-
Board Diagnostic System (OBDII) failure or tailpipe emissions failure.  In 
order to document the vehicle’s condition and tampers, the covert officer will 
take a digital picture of the tamper and print the results (Attachment 1); 
perform a “state test” emissions inspection and print a Vehicle Inspection 
Report (VIR) (Attachment 2); and complete a Referee Inspection Form (RIF) 
(Attachment 3).  The vehicle will be observed by the Mobile Source Technical 
Officer (MSTO) or his designee or duty officer, who will initial and date the 
above documents to concur and affirm that the vehicle is in the condition 
represented by those documents.  The state test results will be entered on the 
Special Inspection Report (SIR) and the documents filed for later use.  Note:  
These procedures must be performed for each day that a vehicle will be used 
for SIs.  However, the documentation may be undertaken the evening prior to 



the conduct of SIs that are at distant locations in order to accommodate an early 
start.  In such cases, the vehicle shall be locked overnight and briefly examined 
in the morning to verify that no changes have occurred (and so noted on the 
RIF). 

2. Vehicle Inspection Database (VID) Procedures:  The Vehicle Identification 
Number (VIN) and other detailed information for each covert vehicle shall be 
entered into the VID Access and Control System (VACS) by the MSTO.  This 
application governs how the covert vehicle information is returned to the 
emissions ana lyzer system during its initial communication with the VID, and 
among other possible choices, can preclude the vehicle from being identified 
as a “retest” when presented at the EIS. 

3. A method shall be maintained for the purpose of generating a random list of 
EIS for SIs, configured to avoid repetitions and to maximize efficiency of the 
selection process.  This list shall be used by the covert officer to prepare for 
daily SI activities, pending other priorities as may be identified by VECOs or 
other special circumstances. 

 
II. TAMPERING PROCEDURES 
 

A. Visual Inspection Failure (Components) 
 

One or more of the six (6) emissions control components or systems that are 
required to be visually examined during the emissions inspection procedure may 
be tampered by removal or obvious disabling of the component(s).  These 
components/systems are:  Positive Crankcase Ventilation System (PCV); 
Thermostatic Air Cleaner System (TAC aka ACL); Catalytic Converter System 
(CAT); Air Injection System (AIS or AIR); Fuel Evaporative System (EVAP); 
and Exhaust Gas Recirculation System (EGR).  Note:  Only the CAT is visually 
examined during an OBDII inspection. 

 
B. OBDII Failure 

 
The OBDII system of the vehicle may be tampered by removal of the Malfunction 
Indicator Lamp (MIL) to prevent its illumination, or removal of the Diagnostic 
Link Connector (DLC).  The vehicle may also be tampered in such a manner as to 
cause a Diagnostic Trouble Code (DTC) to be set and command the MIL to be 
illuminated (i.e., disconnecting the electronic EGR valve or an oxygen sensor). 

 
C. Tailpipe Emissions Failure 
 

On occasion, MSOS may tamper a vehicle in such a manner as to fail the tailpipe 
emissions standards during a Two-Speed Idle (TSI) or Acceleration Simulation 
Mode (ASM) emissions inspection.  Experience has proven that it is difficult to 
tamper a vehicle in such a manner as to consistently fail the tailpipe standards, 
and research continues in this regard.  However, some past success has been 
achieved by closing the gap on a spark plug.  Other strategies may inc lude 



disabling oxygen or other sensors, blocking air passages, removal of the internal 
material from the CAT(s), or a combination of such methods to ensure consistent 
failure of the tailpipe emissions standards.  The procedures and actions of the LEI 
during the SI should also be examined for proper vehicle identification and other 
data entry that could affect the standards applied to the vehicle during the test. 

 
III. EIS COVERT INSPECTION PROCEDURES 
 

A. The covert vehicle will be driven to the EIS and submitted for an emissions 
inspection.  Whenever possible, the covert officer shall make every effort to 
observe the entire emissions inspection process.  If the entire procedure was not 
observed, this shall be noted in the SIR along with any other relevant information 
in the “Comments” section.  The following items, among others, should be 
observed and noted: 

 
1.  Was a pre- inspection safety check conducted properly? 

  2.  Was the VIN verified by the inspector? 
  3.  Did the inspector perform a visual examination of all the required emissions  
       control systems? 
  4.  Did the inspector check for visible smoke? 

5.  Was the entire inspection process performed in accordance with program 
regulations (including proper advisement at the commencement and 
completion of the inspection process)? 

6.  Was the proper test performed (ASM, TSI or OBD)? 
7.  Was the cooling fan used, if appropriate? 
8.  Was the exhaust properly vented from the building? 
9.  Were the accessories turned off? 
10. Was anything out of the ordinary noticed during the entire process? 

 
 B.  At no time is the covert officer’s identity to be disclosed to the inspection station, 

 nor is the covert officer to entrap or otherwise suggest that the emissions 
 inspection not be performed properly.  Close attention shall be paid to what station 
 personnel say or do before, during and after the inspection. 

   
C. After leaving the station, the covert officer shall, at the earliest safe opportunity, 

find a suitable location to pull over out of sight of the station.  The station’ s 
inspection results will be entered under the “Station Inspection Results” section of 
the SIR and any relevant comments will be annotated at this time.  The covert 
officer will also check the condition of the vehicle, especially under the hood, to 
ensure that the vehicle is in the same condition as when it was presented to the 
EIS as documented earlier.  Any changes noted will be documented in the 
“Comments” section of the SIR.  If necessary and possible, the vehicle will be 
restored to the tampered condit ion for any additional SIs to be conducted that day. 

 
D. The specific intent of the particular covert operation, if other than the normal 

inspection process (e.g., diagnosis, repair, retest or for intentional falsifications) 



shall be noted in the “Comments” section of the SIR and shall fully describe the 
nature of the operation. 

 
Note:  The documentation of the special inspection, including the covert vehicle 
condition and preparation, shall be sufficient for building a legal case and 
establishing a performance record.   

 
E. When SIs for the day have been completed, the vehicle will be returned to MSOS.  

Vehicles that are assigned to MSOS for an extended period or are agency owned 
may be left in tampered condition until they are returned to their source or 
surplused, at which time they shall be restored to an un-tampered condition.  If the 
vehicle is on daily loan, it shall be restored to its original un-tampered condition 
and returned to the source. 

 
IV.  SPECIAL INSPECTION REPORT (Attachment 4) 

A. Station and Inspector Identification 
The following items will be entered by the covert officer: 

1. EIS Name 
2. Station Number 
3. Inspector Name 
4. Inspector ID Number 

 
B. Tampered Items 

The items that were tampered will be listed by the covert officer. 
 

C. Covert Officer’s Observations 
1. Turned Away Inspections 

a. If the inspection is turned away without a test being initiated on the 
analyzer, or rejected from testing, the item will be marked “yes” and all 
other items will be marked “N/A.”  Descriptions of individuals and 
events will be entered in the “Comments” section of the SIR, and the 
Rejection From Testing form if provided shall be attached.  If the vehicle 
is rejected from testing due to tampered items, it will be considered an 
“aborted test” (see below). 

b. Any other occurrence shall be marked “no.” 
 
2. Verification of VIN from the vehicle 

a. The item will be marked “yes” if the VIN is verified by inspector 
observation directly from the vehicle. 

b.   The item will be marked “no” if the above is not done.  A brief 
description of where/how the inspector obtained the VIN, or portion of 
VIN for data entry if the full VIN was obtained via bar code scanning, 
shall be entered in the “Comments” section. 

 
 
 



3. Accessories Turned Off 
a. The item will be marked “yes” if the covert officer is asked to turn off 

accessories, or if the inspector turns them off. 
b. All other occurrences will be marked “no.” 

 
4. Pre-Conditioning 

a. The item will be marked “yes” if the covert officer observes the inspector 
checking to ensure that the vehicle has been pre-conditioned in 
accordance with established procedures for the type of inspection being 
conducted (ASM or TSI). 

b. All other occurrences will be marked “no.” 
 
5. Inspection Procedures 

a. The covert officer’s observations will be indicated with a “yes” for 
satisfactory, a “no” for unsatisfactory or an “N/A” for not applicable. 
(1) The item will be marked “yes” if the inspection was performed in 

accordance with established procedures. 
(2) The item will be marked “no” if the inspection was not performed 

in accordance with established procedures. 
(3) The item will be marked “N/A” if an item does not pertain to the 

inspection of the particular vehicle being inspected. 
b. The “Other” block will only be marked “no” when any violation other 

than those specifically itemized above has been observed.  Otherwise, it 
will be marked “N/A.” 

 
6. Signature 

a. The item will be marked “yes” if the inspector signs the VIR. 
b. The item will be marked “no” if the inspector initials the report, fails to 

sign altogether or if the signature does not match the pre-printed name on 
the VIR. 

 
7. Aborted Tests 

a. If an inspection is initiated with the analyzer, it will not be considered an 
aborted test if a VIR is issued to the covert officer.  It will be marked 
“no.” 

b. If an inspection is initiated with the analyzer but the inspector does not 
issue a VIR to the covert officer, it will be considered an aborted test.  It 
will be marked “yes” and the covert officer shall explain any 
circumstances of the aborted test in the “Comments” section. 

c. If the inspector begins the inspection, whether or not the analyzer is used, 
and detects tampering and then informs the covert officer that the vehicle 
cannot be inspected until the item(s) is restored/repaired/replaced, it will 
be considered an aborted test.  This also applies if a rejection from testing 
is issued due to a tampered item(s).  It will be marked “yes.” 

 
 



D. Accessories 
The covert officer will note the specific accessories that were left on, as well as 
the condition of each such accessory. 
1. Radio – volume setting 
2. Air Conditioner (or heater/defroster) – fan speed 
3. Lights (parking and/or headlights) 
4. Other – Note the specific accessory(ies) and exact condition(s). 

 
E. Vehicle Information 

The covert officer will enter information relevant to the vehicle that was used for 
the SI. 
1. Model Year 
2. Make 
3. Model 
4. Vehicle Identification Number 

 
F. Inspection Results 

1. The covert officer will enter the state inspection results from the VIR 
produced at the MSOS referee facility for that day’s SIs. 

2. The covert officer will enter the station inspection results from the report 
issued at the EIS. 

a. If a report was not issued, the results will be entered as “N/A.” 
b. In addition, the covert officer will enter the time of arrival and departure 

from the EIS. 
 
G. Comments 

1. The covert officer will enter any physical characteristics that would assist the 
VECO in identifying the inspector. 

2. Additional comments pertinent to the inspection (or other procedures or 
process) shall also be entered at the covert officer’s discretion. 

3. The covert officer’s name shall be entered. 
4. The covert officer shall sign the SIR. 

 
V.   INVESTIGATION OF SPECIAL INSPECTION 
 

A. Covert Inspection Log 
1. The covert officer will forward the SIR to the MSTO for administrative 

review. 
2. After administrative review, the MSTO will record the following information 

in the Covert/Remote Log: 
a. Log # (automatically assigned by the log application) 
b. Log Date 
c. Covert Date 
d. Due Date (automatically populated) 
e. VECO Assigned (automatically populated) 
f. Facility ID Number 



g. Facility Name (automatically populated) 
h. Inspector ID Number 
i. Inspector’s Name (automatically populated) 
j. Covert Officer’s Name 
k. Covert Vehicle Used 
l. Tampered Component(s) 

3. The MSTO will then forward the SIR to the VECO to proceed with the 
investigation. 

 
B. Assignment of the SIR 

 
1. The investigation of the SIR will be assigned to the VECO in whose district 

the facility is located.  In unusual circumstances, the PM may designate 
another VECO to conduct the investigation. 

2. The VECO will complete the investigation within the assigned thirty (30) 
days unless an extension is granted. 

 
C. Recommendations 

 
1. The VECO will investigate the SIR, carefully examine all facts, and make a 

recommendation as follows: 
 

a. In Compliance 
(1) Commendation – If the emissions inspection facility and the 

inspector/technician have each fulfilled their responsibilities in all 
aspects of the process, a Letter of Appreciation may be 
recommended, noting the inspector/technician who performed the 
relevant procedure. 

(2) In Compliance – If the facility and/or inspector/technician has 
fulfilled their responsibility by performing in accordance with 
established procedure, but a minor non- inspection error has been 
noted, they may nevertheless be recommended for “In Compliance” 
and the VECO will enter this recommendation with additional 
comments in the “Remarks” section.  Note:  They may also be found 
to be “in compliance” if there was a legitimate reason for not 
performing the inspection or other procedure.  An explanation shall 
be provided in the “Remarks” section. 

 
b. Other (Not In Compliance) 

(1) This category shall be used for minor inspection procedural 
violations, non- inspection errors considered to be “not in 
compliance” or an irresoluble dispute of facts which will not be 
resolved with the issuance of a Notice of Violation (NOV). 

(2)   Additional comments explaining this recommendation shall be 
required.  Such comments shall include whether additional training 
or guidance was provided, and note reference to specific rule(s), 



regulation(s) or Information Bulletin(s) as may be appropriate.  All 
such information shall be entered in the “Remarks” section. 

 
c. Suspension (# of days) – An  NOV has been issued and the number of 

days of suspension will be entered, whether negotiated or imposed (as the 
result of a special proceeding). 

 
d. Civil Charge ($ amount) – An NOV has been issued and the negotiated 

amount of the civil charge in lieu of a suspension shall be entered. 
 

e. Letter of Reprimand – An NOV has been issued and a Letter of 
Reprimand is recommended in lieu of a suspension or civil charge. 
 

f. Probation – An NOV has been issued and, in addition to or in lieu of any 
penalty recommendation above, terms of probation are recommended.  
The terms of probation may be a probationary period not to exceed 
twelve (12) months, specific action(s) to be taken by the affected party, or 
a combination of both (including an action the completion of which may 
reduce the probationary time period, or which may be required prior to 
reinstatement). 
 

g. Revocation – An NOV has been issued and a revocation is recommended 
for the license/permit/certification. 

 
2. Upon completion of the investigation, the VECO will proceed to enter Findings, 

Recommendations and Remarks on “Page 3” of the SIR.  (Attachment 5) 
 
VI. OTHER SPECIAL INSPECTIONS -  RETEST and REPAIR 
 

A. Initial tests, Retests, Estimates, Real & Fictitious Repairs 
 When conducting covert operations regarding inspection, re-inspection, estimates 

and/or repairs, a variety of strategies may be implemented for the operation.  For 
example, a legitimate initial inspection may be performed at a station as part of a 
special inspection operation, and the VIR from that inspection may be used at another 
station where a covert inspection retest is to be conducted.  Other potential strategies 
include:  an initial test conducted at the MSOS referee facility but set-up to appear as 
a legitimate station, then presented to a facility for a repair estimate, repair and/or 
retest; repairs actually performed (whether at a station, at MSOS or at VDOT or 
contract facility, with fictitious repair receipts possible) may be itemized, a Repair 
Data Form (RDF) completed and the vehicle presented for a retest; repairs obviously 
not performed may be itemized on a fictitious repair receipt, and RDF prepared and 
the vehicle presented to a station for a retest.  In any such case, specific information 
about the entire operation, copies of any VIR(s), RDF(s) and/or repair receipts, etc. 
shall be made part of the official record and attached to the state test information 
form. 

 



B. Repair Estimates 
 In some cases it may be desirable to determine whether a repair facility is performing 

their duties in a responsible manner in accordance with program regulations.  In such 
special cases a vehicle may be tampered to fail the emissions inspection, a VIR 
produced for the initial failure, and the vehicle presented to a repair facility for a 
diagnosis and estimate.  In such cases, special procedures will be prepared in advance 
in accordance with state policy regarding payment for such services.  When the 
operation is completed, the SIR is annotated with the appropriate documentation, 
explanations and comments, logged and assigned to a VECO for investigation. 

 
VII. APPROVAL PROCESS 
 

A. The SIR with the VECO’s recommendations will be submitted to the PM or designee 
for approval. 

 
B. If the PM or designee does not concur with the VECO’s recommendations, the SIR 

will be returned to the VECO for additional action as necessary.  Once such action 
has been completed and the VECO has made appropriate edits to the SIR, it will be 
resubmitted for approval. 

 
C. If the PM or designee concurs with the recommendations, such concurrence will be 

noted by appropriate annotation and date.  If necessary, the PM will forward all 
documents to the VECO, through logging party, for the preparation of an LOA, an 
LOR or Consent Order(s) (CO).  COs are forwarded to the Regional Director (RD) 
for approval and signature prior to issuance to the affected party(ies).  The RD’s 
concurrence on negotiated terms of COs constitutes final approval of the SIR. 

 
D. The SIR is then forwarded to the VECO, through the logging party.  The logging 

party updates the violation history and notifies the MSTO of the SIR disposition and 
date of the resolution. 

 
E. The VECO will then prepare paperwork as appropriate and serve the CO(s). 

 
F. The SIR package will then be forwarded to the logging party for tracking and filing. 

 
VIII. PAYMENT FOR INSPECTIONS, ESTIMATES and REPAIRS 
 

A. Covert Inspections – The petty cash drawer is the source for cash (up to $50.00 per 
expense) for inspections.  A petty cash authorization form shall be completed.  The 
PM or RD approves the authorization.  When the inspection(s) has been completed, 
three copies of the SIR, and two copies of the original receipt (if any), shall be 
produced.  If there is no receipt, this shall be documented in a separate memo, signed 
by the PM or designee.  Appropriate copies of such relevant documents shall be 
forwarded to the petty cash custodian for recordkeeping.  Any excess cash will be 
secured by the covert officer for future covert activities; if no covert activities are 
planned for several days, the excess cash shall be returned to the custodian. 



 
B. Estimates and/or Repairs – As above, the petty cash drawer is the source for 

individual expenditures of up to $50.00.  Expenses for estimates or repairs in excess 
of $50.00 will be separately handled in advance through procedures approved by the 
DEQ Finance Office. 

 
IX. OBTAINING and DISPOSING of VEHICLES 
 

The MSTO will have administrative responsibility of ensuring an adequate and varied 
supply of covert vehicles, and be responsible for obtaining, maintaining and disposing of 
all such vehicles in accordance with established criteria, procedures and applicable 
regulations.  The MSTO shall also maintain a complete, accurate and up-to-date listing of 
all vehicles that are or have been used in the covert program.  (See Section X.A.) 
Vehicles for covert use will be obtained in sufficient number and rotated on a schedule, 
in sufficient variety and from a variety of sources, which will guard against detection by 
EIS or CRF personnel.  Vehicles will be obtained that cover the range of vehicle years, 
types, sizes, configurations, fuel delivery and diagnostic systems that are subject to the 
vehicle emissions inspection program for Northern Virginia.   
 
A. State Vehicles – The Virginia Department of General Services (DGS) Fleet 

Management is the primary source for vehicles to use in covert operations, and is 
generally able to provide or obtain a range of passenger vehicles, including passenger 
vans, when available.  Requests for such vehicles must be submitted on form CP-3 
(assignment of pool vehicles) or CP-15 (purchase of agency owned, obtain leased 
vehicles, or purchase from vendors under state contract).  All such requests must be 
generated through DEQ’s General Services Manager or alternate. 

 
B. Vehicle Disposal – Pool vehicles obtained from Virginia Department of General 

Services may generally be returned through normal channels, possibly obtaining a 
replacement vehicle at the same time.  Agency owned vehicles are returned for 
auction/disposal through DEQ’s General Services Manager or alternate, and DEQ’s 
Purchasing Division.  See Addendum. 

 
X. COVERT IDENTITY 
 

A. Vehicle Registration – The names and streets shall be fictitious, but the towns, cities, 
counties and zip codes shall exist and be correct.  These shall be investigated and 
confirmed through local telephone books and other sources that they do not exist.  
Vehicle registration is available through the Virginia Department of Motor Vehicles 
(DMV).  A letter of request, accompanied by DMV Form VSA 1-49 and DMV Form 
VSA 14 (or DMV Form VSA 17A for new registrations) shall be forwarded to the 
DMV Law Enforcement Services to the attention of the appropriate personnel.  The 
vehicle registrations should be for no longer than three (3) months at a time in order 
to enhance the effectiveness of the program by not appearing to an inspector as not 
being due for an emissions inspection. 

 



B. Covert Vehicle Database – The MSTO will have access to the available inspection 
databases to permit the creation and maintenance of covert vehicle records.  
Fictitious records of vehicles, which match the fictitious registration(s) will be 
created in the database; when a vehicle is presented for inspection at a station, these 
files will be accessed, the vehicle information on the analyzer screen will match the 
vehicle presented and will not indicate any prior inspection records for that vehicle 
unless prior arrangements have been made (e.g., to submit the vehicle for a retest). 

 
XI. U.S. EPA COVERT EXEMPTION 
 

A. Covert Vehicle Listing and History Report(s) 
 

1. A complete listing of all vehicles used in the covert program shall be maintained.  
This report shall contain relevant information on each vehicle including Year, 
Make, Model, VIN, Dates of Service, Item(s) Tampered and any other relevant 
information pertinent to its use as a covert vehicle.  It is imperative that this list 
be maintained and at all times be up-to-date. 

2. An abbreviated listing of all vehicles used in the covert program shall be 
maintained that discloses the Year, Make, Model, VIN and dates of service shall 
also be maintained and be kept up-to-date. 

 
B. Covert Exemption Request and Approval 

 
1. Well before the current EPA tamper exemption expires, a request shall be made 

to the U.S. EPA to extend the exemption.  The request may be made by email to 
the appropriate EPA staff member, attaching scanned copies of a signed 
memorandum (Attachment 6) and a signed Notification of Compliance Form 
(Attachment 7). 

2. Should the EPA request information on vehicles used in Virginia’s covert 
program, the current abbreviated copy (X.A.2. above) shall be provided 
(Attachment 8). 

3. Upon receipt of a Memorandum of Exemption (Attachment 9), this document 
shall be reviewed, signed/dated and returned to the EPA.  A scanned copy sent by 
email may be used. 

4. If approved, the exemption letter (Attachment 10) shall be placed in the file along 
with all other relevant documentation and correspondence, and a notation made 
as to the expiration date so that a renewal may be requested in a timely manner. 

 
 
 
 
 
 



LIST OF ATTACHMENTS 
 
 
 
Attachment 1 

 
Example of Digital Photo of Tamper for Special Inspection 

 
Attachment 2 

 
Vehicle Emissions Inspection Report for Special Inspection 

 
Attachment 3 

 
Referee Inspection form for Special Inspection 

 
Attachment 4 

 
Special Inspection Report (2 Pages) 

 
Attachment 5 

 
“Page 3” of Special Inspection Report 

 
Attachment 6 

 
Covert Exemption Request Memorandum 

 
Attachment 7 

 
Notice of Compliance Form 

 
Attachment 8 

 
List of Covert Vehicles 

 
Attachment 9 

 
Memorandum of Exemption (Not an Exemption Letter) 

 
Attachment 10 

 
EPA Exemption Letter (with new expiration date) 
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